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TECHNICAL QUESTIONNAIRE
RFP ETI0050 Insurance Administration System
This Technical Questionnaire is scored (800 total points). Part A, to be completed by all Proposers, is worth 600 points. Part B or C, whichever is appropriate for the Proposer’s response, is worth 200 points.
The purpose of this questionnaire is to provide the Department with a basis for determining the Proposer’s capability to undertake the Contract. 
All Proposers must respond to the following questions by restating the identifying number of each question (for example, Appendix 7.1), restating each question or statement and providing a detailed written response.  Responses should include proposer’s background and related experience, evidence of how Proposer has successfully implemented similar projects, a description of the project and how it was successful (or otherwise) according to project objectives, timelines and within the allocated budget, and any other positive effects. Proposers are also encouraged to include work samples or artifacts.  The Proposal, at a minimum, must address the items listed below and be organized in the order indicated below.
Include all documents provided in response to Appendix 7 – Technical Questionnaire immediately after your responses to Appendix 7 and label the document provided with the section number it replies to (for example, “Appendix 7.129”). 
The Proposer must provide sufficient detail for the evaluation committee and the Department to understand how the Proposer will comply with each requirement. If the Proposer believes that the Proposer’s qualifications go beyond the minimum requirements or add value, the Proposer should indicate those capabilities in the appropriate section of the Proposal. Associated costs should ONLY be listed in Appendix 8 - Cost Proposal Workbook. Do not include cost/pricing information in any other section of the Proposal. 

PART A – All Proposers must complete
Activity Tracking:
1. Describe any logging and monitoring that is performed within the application and support systems.  Describe the ability to generate related reports, queries, metrics and/or statistics from any logging that takes place. 
2. Describe any logging and monitoring that is performed related to users (members, employers, ETF staff, TPAs, administrative users, etc.) and related account activity.
3. Describe the system’s ability to log, track, and retrieve specific details pertaining to users, account activity, and business processing. 
4. Describe Proposer’s ability to provide a summary of member and other account data. Include details regarding level of searchability, filter options, any user-defined features to customize views, etc.

Business Rules Management:
5. Describe Proposer’s process for business rule collection and confirmation.
6. Describe the system’s ability to track, manage, and apply multiple classes and versions of business rules.
7. Describe Proposer’s process for business rule configuration. Include details regarding whether code changes are required, any special skills or expertise needed to configure business rules, etc.
8. Describe Proposer’s process for managing and deploying business rules, processes, and workflows across multiple environments to ensure consistency and synchronization across all environments.
9. [bookmark: _Hlk31952927]Describe the system’s ability to conduct business rule related analyses (e.g., analyze impact across the system of a business rule change; how many and which processes, calculations or eligibility determinations are tied to a given business rule, etc.).

Communication Management and Content On Demand:
10. Describe Proposer’s ability to produce, track, and manage on-demand standard correspondence (letters, invoices, enrollment confirmation notices, forms, brochures, other documentation, etc.). Include details regarding tracking and maintaining versioning and multi-lingual content.
11. Describe system ability to support compliance with ADA/Section 508 of the U.S. Rehabilitation Act.
12. Describe the system’s ability to support mail processing and distribution. Include details regarding the types of distribution methods available for individual and mass mailings, compliance with USPS standards for hard-copy mailings, protocol for email and other electronic distribution, etc.
13. Describe Proposer’s ability to create, update, and manage correspondence content with items such as templates, free form text input fields, auto-population of key account data, signatures, etc.
14. Describe the system’s ability to archive, manage, and retrieve all correspondence and related details. Include details regarding any capabilities to share data with an external document management system. 
15. Explain how your system archives communications at the time of generation and the user steps involved.
16. Describe Proposer’s ability to electronically generate, manage, and distribute communications related to enrollment activities and events. Include details regarding any requirements or limitations related to producing customer-specific on-demand communication in real time; system capabilities to initiate such communication via multiple sources - customer requests, processing or other key activities, events, milestones, etc.; available methods and options for distribution and delivery, etc.
17. Describe the system’s ability to support the use of an electronic form mechanism to capture and validate information and digital signatures. Include details regarding how this solution conforms to state and federal statutes.
18. Describe Proposer’s ability to provide insurance option estimates. Include details regarding how the system handles “what-if” scenarios, multiple estimates and outcomes based on various insurance plans and options, and any comparison or other analysis tools.

eForms and Portal Management:
19. Describe Proposer’s ability to collect customer feedback via automated surveys, etc., and associated reporting.
20. Describe the system’s ability to provide web portal self-service functionality specific to individual customer types such as member, employer, TPA, etc. 
21. Discuss your system’s abilities to create, support, and manage web portal-based access to electronic fillable form templates, form-filling technology, plan calculators/estimators, account update functionality, customer document upload, wizard-style guidance, etc.
22. Describe Proposer’s ability to provide personalized web portal-based customer account functionality. Include details regarding any abilities to capture and manage customer account updates and requests, preferred communication channels, personalized portal views, and alternative language formats. 
23. Describe the system’s ability related to real-time account access.
24. Discuss the system’s potential for bar coding, ETF branding, and standardization between paper and electronic versions of the same form.
25. Describe the system’s ability to incorporate modern practices in web portal visuals. Include details regarding your use of dynamic screen layouts, data visualization features, and any other modern practices used that ensure optimal and advanced performance and end user experience.
26. Describe Proposer’s ability to provide and incorporate modern web portal functionalities. Include details regarding access to blank forms and publications, live chat, mobile apps, web portal on a mobile device, social media, print capabilities, multimedia materials, Geo-tagging, online and context-specific help, etc.
27. Describe Proposer’s ability to collect and respond to user input/ feedback/ suggestions pertaining to your web portal. Include details pertaining to the generation of messages and updates that will inform users, upon login, of web portal maintenance etc.
28. Describe system functionality related to portal maintenance, screen/message/widget updates, and any requirements and limitations regarding roles or expertise needed to make such changes.
29. Describe any system functionality that is not available through a web portal.

Employer Reporting and Payroll Deductions:
30. Describe the system’s ability to receive, validate, and store employer submitted data to facilitate timely and accurate member insurance related benefit eligibility, enrollment, invoicing, premium payments, reconciliations, etc.
31. Describe the system’s ability to receive and validate employer reporting, enrollment, and eligibility files, including any and all methods available. 
32. Describe the system’s ability to determine appropriate payroll premium deductions and create the corresponding output/data files to be interfaced to other ETF or third-party systems. 
33. Describe the Proposer’s ability to handle premium deduction reporting and collection from employers and other sources. Include details regarding standard and non-standard payroll cycles, systems that include both 12-month and 9-month employees, deductions received outside of a payroll cycle, etc. 

Eligibility and Enrollment:
34. Describe Proposer’s ability to facilitate and manage insurance enrollment. Include details regarding the enrollment and verification process for members and eligible dependents, the methods by which enrollment can occur, the roles(s) of employers and ETF staff in the enrollment process, the evidence of insurability process, coordination of benefits, capabilities surrounding passive enrollments and auto-enrollments, “pending” enrollments/updates that require proof documents, etc.  
35. Describe Proposer’s ability to capture, manage, and implement insurance eligibility rules. Include details regarding how eligibility rules are used to manage and validate enrollment options and opportunities; any system requirements and limitations related to life event-driven and other enrollment opportunities, etc.
36. Describe Proposer’s ability to electronically facilitate, track, maintain, and manage enrollment and related member records for all eligible members.
37. Describe Proposer’s ability to handle split contracts.
38. Describe system’s ability for eligible members/employers/or ETF staff on behalf on eligible members to enroll, update, maintain and manage group insurance benefits via an automated web portal interface.
39. Describe system’s ability to capture, store, and “take action” based on insurance related enrollment information. Include details regarding Medicare eligibility, income-related monthly adjustment amounts (IRMAA), late enrollment penalties (LEP), Low Income Subsidy information (LIS); National Medical support notices, court orders, premium waivers, underwriting status, proof documents, etc.
40. Describe the Proposer’s ability to identify, track, and manage insurance enrollment and participation for members whose eligibility changes (e.g., from eligible to not eligible, potentially back to eligible) based upon employment status or member election. Include details regarding system functionality to identify such situations, the process and actions related to terminating coverage when member is determined to be ineligible (or notifying and facilitating re-enrollment when member is again eligible), corresponding communication, etc.
41. Describe system’s ability to support HSAs (Health Spending Accounts) and determine eligibility for enrollment in HSAs.
42. Describe system’s ability to manage COBRA applications, enrollment, and coverage. 
43. Describe system’s ability to generate, amend, and distribute certification and other types of documentation based on certain events and milestones.
44. Describe Proposer’s ability to integrate Medicare coverage (e.g., via data from a Voluntary Data Sharing Agreement (VDSA) or TPA) with the group insurance benefits being administered by ETF.
45. Describe Proposer’s ability to manage, maintain, and implement table-based plan parameters, coverage levels, carrier details, rates, etc. for the various types of insurance TPAs associated with ETF’s group insurance programs. Include details regarding any special skills or expertise needed to maintain this information, process by which updates are implemented in production and other environments, etc.
46. Describe Proposer’s ability to capture, manage, maintain, and apply changes to group insurance contracts, coverage options/levels, premium rates, premium surcharges and differentials, annual limits, etc. Include information regarding how age-/salary-based premium calculations are handled, mid-year changes; the generation and tracking of correspondence, files, and historical data sent to TPAs and other entities, etc.
47. Describe system’s ability to facilitate, manage, and maintain employer group insurance participation. Include details regarding cost communication and the process for electing, changing, and withdrawing participation.
48. Describe Proposer’s ability to provide and manage a holistic view of a member’s participation in various insurance benefit programs.
49. Describe Proposer’s ability to determine eligibility, calculate, establish, maintain, and manage a customer-specific prepaid premium payment account. 
50. Describe Proposer’s ability to enroll, maintain, and manage participation in supplemental group insurance programs. Include details regarding the ability to integrate and coordinate with other group insurance functions.

Death: 
51. Describe the system’s ability to capture, maintain, and manage pertinent information when notified of a member or related party’s death.
52. Describe the system’s ability to “take action” on a death notice to generate and distribute correspondence, update customer records, adjust insurance coverage levels, exchange information with a TPA, etc.
53. Describe how Proposer’s solution handles death audits. 

Beneficiary Maintenance:
54. Describe Proposer’s ability to accept, process, and manage insurance beneficiary designations.
55. Describe system’s ability to track and link insurance beneficiary and related parties’ information.



Funds Management:
56. Describe Proposer’s ability to facilitate electronic bank interactions. Include details regarding the system’s ability to facilitate links to an outside banking e-payment site and to manage, exchange, process, and secure various electronic bank files.
57. Describe Proposer’s ability to manage and maintain all funds management data in a secure and standardized manner. Include details regarding how the system records, manages, and maintains cash receipts and other billing and payment transactional history.
58. Describe Proposer’s ability to monitor, maintain and manage system data and functionality to facilitate funds management processing.  Include information pertaining to rate and transaction table maintenance, ability to accurately calculate and apply interest assessments, and internal accounting and financial accuracy controls.
59. Describe Proposer’s ability to facilitate, generate, and manage communication methods to notify affected parties of funds management activities related to their respective ETF accounts.
60. Describe the automated and manual processes in the Proposer’s platform to maintain and reconcile financial accounting records.

Consolidated Billing and Invoicing:
61. Describe Proposer’s ability to accurately bill, collect, track, and manage insurance premiums and deduction cycles. Include details regarding how the system handles health credits, pre- vs. post-tax premiums, penalties, premium waivers, adjustments, retroactive effective dates and associated changes, etc.
62. Describe Proposer’s ability to calculate and manage insurance invoicing and participant account maintenance. Include details regarding the generation of related correspondences; how one-off manual entries are handled; and the ability to query, report, and generate payment summary and other related documents.
63. Describe the system’s ability to generate and manage group insurance invoices, consolidated billing, remittance, and reconciliation, including electronic data transfers, audits, and reporting.
64. Describe the system’s capabilities related to direct billing, vendor self-billing, and related payment options, such as for COBRA, retirees, surviving dependents, employees on layoff or leave of absence, etc. Include details regarding electronic data transfers, audits, and reporting.

Payments and Remittance:
65. Describe the system’s ability to accept and process premium payments received from employers and other sources. Include information pertaining to the handling of variances and exceptions that may occur or be assessed during payment processing.
66. Describe Proposer’s ability to process and manage incoming and outgoing electronic payments. Include details regarding available payment methods and the process by which payments are evaluated, generated/applied, and tracked against one or more accounts, etc.
67. Describe Proposer’s ability to establish and implement standardized reporting standards for employer payment interactions.
68. Describe the Proposer’s ability to update, manage, maintain, and reconcile customer and other financial records with payment data. Include details regarding the ability to capture, track, and display payment, disbursement, and related status data (including via feeds/interfaces from other sources). 
69. Describe the system’s ability to accept and process customer requests for stop payments, reissues, reprints, etc.
70. Describe Proposer’s ability to process/re-process insurance payments. Include details regarding calculating payments, initiating or terminating payments, and applying adjustments.
71. Describe Proposer’s ability to produce and manage detailed recipient-specific payment disbursement information. Include details regarding the automated and manual processes used to generate such correspondence. 
72. Describe system’s ability to manage payment processing. Include details regarding abilities to handle pre-payments, Automated Clearing House (ACH) returns/reversals, non-sufficient funds (NSF) payments, over- and underpayments, refunds, forfeitures, account receivables, adjustments, write-offs, etc.
73. Describe system’s capabilities and processes related to resolving uncollected premiums for an individual subscriber, including termination of voluntary coverages in the event of “non-payment of premium.”

General:
74. Describe the system’s ability to capture, display, and report on historical tracking of all customer-related activities, documentation, correspondence, processing etc., for each individual customer record. Include details regarding the process used for storage, retrieval, archiving, and restoration of data, calculations, and other customer information.  
75. Describe the system’s ability to capture, display, maintain, manage, and exchange data for each customer record and related data in the system. Include details regarding how the system validates and manages data values and formats, effective dates, and data schema.
76. Describe Proposer’s ability to capture, validate, maintain, manage, and query demographic and related data for every entity in the system.
77. Describe how Proposer’s system optimizes the use of current up-to-date technology. Include details regarding any use of real-time processing, provisional and in-process save features, easily configurable/changeable data field parameters, dashboards, utility and other mass update capabilities, wizard-style guidance for entry screens, performance monitoring protocols, etc.
78. Describe the Proposer’s ability to manage and administer records retention. Include details regarding tracking and maintaining record types; applying, updating, and expiring retention periods; flagging and managing exceptions, archiving and/or destroying records with appropriate follow-up/confirmation, etc.
79. Describe Proposer’s ability to provide and support tools that enable ETF staff to search, retrieve, and access member record details and transaction history.
80. Describe the Proposer’s ability to capture, maintain, and manage a knowledge management-type repository of resources that can be accessed by system users. Include details regarding search and related features and any requirements and/or limitations on the type of resources that can be maintained.
81. Describe Proposer’s ability to provide context sensitive and other types of on-line help resources.

Third Party:
82. Describe the Proposer’s ability to capture, manage, and maintain demographic and other data, program parameters, member attributes, etc. for insurance vendors and participating members. 
83. Describe the Proposer’s ability to capture, store, and manage data and processing functions to support third party insurance administration. Include details regarding import and export functions, available formats, secure access for TPAs to ETF systems and vice versa, etc. 
84. Describe the system’s ability to support data exchange programs (e.g., Medicare Voluntary Data Sharing Agreement (VDSA), various federal and Wisconsin State agencies, data warehouse, ETF’s actuaries, etc.)
85. Describe Proposer’s ability to facilitate communication between members, employers, and third-party vendors regarding member benefits. Include details regarding the automated and manual processes used.

Customer Maintenance and Member ID:
86. Describe the Proposer’s ability to capture, validate, and manage customer demographic information. Include details regarding the process(es) used to validate and resolve data discrepancies across multiple information systems and TPAs.
87. Describe the system’s ability to track, maintain and manage all aspects of customers’ data. Include details regarding the process to merge duplicate member accounts/IDs into a single account, separate a single account that erroneously contains multiple members’ data, and prevent future duplication of IDs. 
88. Describe the system’s ability to track, reverse, and recover account transactions. 
89. Describe the Proposer’s ability to manage and implement data field-level security.
90. Describe the Proposer’s ability to exchange information with customers regarding their account(s). Include details describing available options and methods and any requirements and/or limitations regarding formats or data.
91. Describe the Proposer’s ability to generate, maintain, and manage a unique member identification number that is not the customer FEIN or SSN.



Management of Administrative Reviews:
92. Describe the Proposer’s ability to capture, track, and manage to resolution administrative reviews, member complaints and related info. Include details regarding how the system handles multiple review types, associated documents, notes, free-form text comments, and other details; document designations (e.g., confidential, attorney-client privilege), decisions, etc.
93. Describe the system’s ability to facilitate, track, and manage the workflow and processing of administrative reviews and member complaints. 
94. Describe the Proposer’s ability to manage and maintain an interactive means of sharing data regarding administrative reviews and member complaints between ETF, members, and other designated third-party entities. Include details regarding scheduling, status updates, correspondence tracking, uploading and linking documents or other pertinent information, etc.
95. Describe the Proposer’s ability to generate member-specific administrative review and member complaint-related correspondence.
96. Does Proposer’s system provide functionality to support the tracking and resolution of member complaints? If so, describe this functionality in detail. If not, explain how other functionality throughout the system may be able to accomplish this task, either completely or in a more limited manner. 

Sick Leave Conversion Credit:
97. Describe Proposer’s ability to provide an online mechanism to collect, record, and amend employer certification of accumulated sick leave balances and other information for eligible employees.
98. Describe Proposer’s ability to set-up, manage, and maintain a prepaid sick leave premium payment account. Include details regarding the process used to establish an account, calculate and adjust account balances; combine, split, and merge accounts; transfer ownership, etc.
99. Describe Proposer’s ability to manage and maintain prepaid sick leave premium payment account balances. Include details regarding decrementing, adjusting, depleting, and reconciling account balances. 
100. Describe Proposer’s ability to maintain appropriate financial accounting and payroll records for prepaid sick leave premium payment accounts. Include details regarding calculating and applying employer contribution rates and effective dates, payment processing, generating and managing refund checks, financial and tax reporting, etc.
101. Describe Proposer’s ability to generate and distribute sick leave-related communication such as benefit estimates, “what-if” analyses and comparisons, account statements, depletion notices, etc. Include details regarding available formats, options, distribution methods, etc.



Customer Education:
102. Describe the system’s ability to capture and survey other data pertaining to ETF or employer education activities and report on the success of any such training. Include details regarding any abilities to analyze results, identify trends, and generate appropriate follow-up training or other materials.
103. Describe Proposer’s ability to generate and distribute customer training materials based on system-generated triggers, milestones, and events. Include details regarding relevant training distribution methods and options.

Audit  
104. Describe the system’s ability to provide audit and internal control functions. Include details regarding available built-in internal controls, such as segregation of duties and transactions that need interim review or approval steps.
105. Describe Proposer’s ability to capture and maintain detailed audit trail/change history. Include details regarding how the integrity of the audit trail data is protected and any limitations on trackable data, sources, time frames, etc.
106. Describe the solution's monitoring and auditing capabilities, in terms of business data changes, user activity, and exception events.  Be sure to include the type of information, field or property that would be included in the audit trail.
107. Describe how and when software audits are conducted and by whom. 

Reporting and Querying
108. Describe the Proposer’s capabilities related to querying and reporting functions. Include details regarding available data (e.g. data fields, account data and transactions, change history, system performance, security data, portal hits, business rules and their execution, help desk activity, surveys, census data, etc.), any requirements and/or limitations to the functionality or data, integrations and/or partnerships with third-party reporting tools or vendors, and output (e.g., export file, print, etc.) and format options.
109. Describe the system’s abilities related to both one-time, ad-hoc reporting and standardized, repeatable, parameter-based reporting. Include details regarding programming languages utilized to create reports, special skills or expertise needed to create queries and reports and historical tracking, archival, and retrieval functions.
110. Describe the system’s abilities to use query and report data to conduct trend analyses, benchmarking, advanced real-time analytics, point-in-time reporting, and any insurance management-specific features. 
111. Describe the Proposer’s capabilities related to billing and financial reporting, such as total health cost by employer/unit, premium sharing by employers, available analytics, etc.
112. Describe how the solution can participate in delivering data to an ETF data warehouse and TPAs.
Additional Functionality
113. Describe in detail any additional line of business or other functionality offered by the Proposer’s system. Include details regarding the nature of the functionality, how it might benefit ETF, etc. Include any associated costs for this additional functionality in Appendix 8.

System Support and Help Desk:
114. Describe the system’s ability to enter, track, manage, respond to, and resolve customer questions and issues (both usage and technical) through multiple means. Include information regarding incident tracking, creation and routing of potential workflows, resolution process, etc.
115. Describe Proposer’s ability to provide, manage, and maintain multiple and separate environments (for testing, training, development, etc.). Include details regarding how data is controlled, synchronized (when appropriate), and populated into the various environments. 
116. For the proposed solution, outline the quantity of staff available to support the solution. Describe how they are qualified for this particular solution. Please also address how resources are divided or shared across clients.  
117. How long has the solution you are proposing been available? That is, how long have you offered this specific solution? How many clients currently utilize this solution? Over the course of its availability, how many clients in total have used this service? (existing clients + previous clients using this service = total clients).
118. Describe the roles and responsibilities that the vendor and the client share in the overall infrastructure and operational security of the solution.

Architecture
119. Describe Proposer’s overall system architectures.
120. Discuss the product architecture, infrastructure and deployment models that will be part of your solution.
121. Describe how the solution co-exists with Master Data Management (MDM) solutions to author and maintain master data.
122. Describe if your system works with an MDM solution where your proposed solution is not the system of record for common data that is shared across all ETF systems.  
123. Discuss how does your solution architecture facilitates integration with cloud and on-premise solutions to exchange information.  
124. Describe any processing activities in the solution that do not occur in real time, and how these activities are processed, e.g., batch processing, etc.
125. Describe how your system can be configured to enable business capabilities without the need for custom development.   
126. Describe how you allow customization, configuration, or integration in ways that do not limit the ability to upgrade your solution.
127. Describe how your solution is designed to support the present and future data velocities in batch, online or API calls.
128. Explain how your system is ADA compliant, and whether and how it follows the Web Content Accessibility Guidelines (WCAG) standards, which are based on Section 508 of the U.S. Rehabilitation Act.  Include how your solutions will address appropriate standards by:
a. Role, such as members of the public, employees, employers, administrators, TPAs, or any other defined roles you propose in your solution.
b. Interface, such as public facing web pages, internal administrative interfaces, or any other public or secure-access components in your solution.  

Interfaces:  
129. Describe the Proposer’s ability to interface with ETF and other third-party systems. Include details regarding any requirements and/or limitations on data that can be shared between systems, the import/export process, timing of interfaces (real-time vs. batch) and any system functionality and actions that can be triggered, accessed, or initiated as a result of imported data.
130. Describe the Proposer’s security standards related to interfaces.
131. Describe any requirements and/or limitations regarding data formats and changes to interface file parameters. 
132. Describe the Proposer’s process to ensure and resolve data synchronization issues between IAS and other interfaced systems.

Integration
133. Describe all technical ways the solution might access and/or import customer demographics or other attributes from external databases and systems considered the source of truth for that data.  Include the high-level steps needed to implement each integration. Also, include specifics about each of the technical methodologies such as:
a. Whether it uses standard APIs, requires source code customization, or is a configuration
b. Whether APIs or other integration points are published and accessible by ETF  
c. Impacts of this type of integration on the standard upgrade process for your solution 
d. What languages or protocols are used or supported?
134. Describe all technical ways the solution might update and/or export customer demographics or other attributes to external databases and systems considered the source of truth for that data.  Include the high-level steps needed to implement each integration. Also, include specifics about each of the technical methodologies such as:
a. Whether it uses standard APIs, requires source code customization, or is a configuration
b. Whether APIs or other integration points are published and accessible by ETF  
c. Impacts of this type of integration on the standard upgrade process for your solution 
d. What languages or protocols are used or supported?
135. Describe all technical ways the solution provides real-time access to customer demographics or other attributes when requested by external systems when the source of truth for this data is your solution. Include the high-level steps needed to implement each integration. Also, include specifics about each of the technical methodologies such as:
a. Whether it uses standard APIs, requires source code customization, or is a configuration
b. Whether APIs or other integration points are published and accessible by ETF  
c. Impacts of this type of integration on the standard upgrade process for your solution 
d. What languages or protocols are used or supported?
136. Describe your process to import and export bulk data and if there are any unique costs associated with it. Include only narrative discussion of costs here; any cost-specific detail should be included in Appendix 8.

User Experience (UX)
137. Describe Proposer’s user interface, including mobile capabilities. Include details regarding differences in user interface capabilities and functionality for different user types (employers, members, administrative users, TPAs, etc.), and the nature of any mobile capability in terms of native vs. hybrid mobile applications, online vs. offline requirements, and mobile responsiveness of web interfaces.
138. Describe how the user interface enables all interaction techniques and input to be discoverable and chosen from a browse-able, hierarchical structure, arranged in order of the functions the user needs to perform.
139. Describe how your system enables users to be able to accomplish every task and entry with the fewest possible keystrokes.
140. Describe how you incorporate UX first design principle as part of your solution.

Information Risk Management
141. Provide an overview of your organization’s business continuity/disaster recovery plan (BC/DRP). Contractor will be required to provide evidence it tests and updates its business continuity plans regularly to ensure that they are up to date and effective. 
142. Provide an overview of your organization’s Incident Response Plan (IRP).
143. Provide a copy of your organization’s most recent SOC 2 / Type 2 report along with a Letter of Attestation indicating Contractor’s receipt of management’s assertion of control compliance from Contractor’s Subcontractors. If your organization does not have a SOC 2 / Type 2 report, other alternatives are possible. See Section 28.0 of Appendix 9, Department Terms and Conditions.
144. Provide a summary of the results of your organization’s most recent vulnerability test.
145. Provide a summary of the results of your organization’s most recent penetration test.
146. Provide confirmation that your organization conducts an annual security risk assessment in accordance with generally accepted principles.
147. Describe what software applications and supporting platform your organization will use to secure Department and member/participant related records and data. Provide information on how information is secured in transit and at rest.
148. Provide a summary of the policies or guidelines your organization has in place related to security/privacy (e.g. annual training, confidentiality agreement).
149. Describe the security frameworks, best practices, audit standards, and standardized controls that are a part of the solution. Cite the specification that the solution adheres to and maintains and the ability of the vendor to provide attestation to the following standards or frameworks. 
a. Service Organization Controls (SOC 2) 
b. Health Insurance Portability & Accountability Act
c. Federal Risk and Authorization Management Program (FedRAMP)
d. Federal Information Processing Standard (FIPS) 140-2 
e. Federal Information Security Management Act (FISMA) 
f. Section 508 of the U.S. Rehabilitation Act 
g. WCAG 2.0

Security
150. Describe Proposer’s ability to assign, manage, and track user IDs, passwords, and system access.
151. Describe system capabilities related to authentication and account recovery.
152. [bookmark: _Hlk31914591]Describe the system capability to integrate with ETF’s use of single sign on.
153. Describe the security controls that are in place within the system. What is the process used to monitor and control access to the system?
154. Describe the system’s ability to comply with, manage, and maintain industry standard security protocols. Include details regarding how the system handles unauthorized data access or security breaches, locked accounts and the related recovery, encryption protocols, data masking, file imports/exports, etc.
155. Describe if there have been data related security incidents including the scope of the incident and data loss, measures taken to remediate and prevention in the short term and long term.
156. [bookmark: _Hlk33707607]Describe the security model of the solution for ensuring customer data security. Include a description of the security model from the following perspectives: 
a. Authentication 
b. Authorization 
c. Networking 
d. Data Storage
e. Data Separation. Describe Proposer’s implementation strategy for segregating sensitive and non-sensitive data including:
i. If distinct infrastructure is used for each
ii. How Proposer ensures different levels of protection mechanisms and security controls based on the System Data Classification scheme
iii. How Proposer integrates updated or new security controls specified by ETF.
iv. Data Disposition and Removal. Explain how the provider reliably deletes ETF System data upon request or under the terms of the contractual agreement. Describe the evidence that is available after data has been successfully deleted.
v. Encryption in Transit. Explain how strong encryption using a robust algorithm with keys of required strength are used for encryption in transmission and in processing per requirements identified in National Institute of Standards and Technology (NIST) 800-53v4. Explain how cryptographic keys are managed, protection mechanisms, and who has access to them. Describe how strong data encryption is used for web sessions and other network communication including data upload and downloads. Define how encryption in transmission is used to ensure data security between applications (whether cloud or on premise) and during session state.
vi. Encryption for Data at Rest. Describe how strong data encryption is applied to all data at rest and in all storage locations.
vii. Data integrity Controls. Describe the security integrity controls and techniques in place to ensure data integrity and protections from unauthorized data modification.
157. Describe how user security roles are administered, configured, modified, and managed for the solution, whether based on role, screen, business unit, etc.
158. Access Controls. Describe in detail, how access controls are used to manage various types of users including but not limited to: 
a. Privileged users
b. Administrators
c. Standard users
d. Researchers
e. Non-ETF System users
f. Service accounts
For non-ETF users, include details regarding who, how often, data, components, and frequency. 
159. Describe the Secure SDLC (SecOps) principles that are part of the solution's design.
160. Describe how the solution is tested for application security vulnerabilities that can be found in the Common Weakness Enumeration (CWE) list that may not be easily identified by vulnerability scanners.
161. [bookmark: OLE_LINK1]Describe the solution ability to provide Single Sign On (SSO) across multiple identity providers and describe the authentication schemes that your solution natively supports.
162. Describe how the solutions security model is designed with the ability to facilitate the principal of least-privilege.
163. Describe the security protocols that are part of the solution that ensure customer data is secured both in transit and at rest. 
164. Identity and Access Management (IAM) - Provide detailed information pertaining to the tools and methodologies used to manage identities, authorization, and access controls. Describe the methodology behind keeping these tools in sync and how they integrate with each other.
165. Two Factor. Describe how two-factor authentication will be employed for accessing confidential information. 


Performance
166. Describe your solution's ability to scale based on demand and maintain consistent performance and how will this be measured and reported.  Include average/max load times for the user Interface.
167. Describe how application and database performance is monitored and reported. What processes are available to address performance issues? Indicate if the response to application performance concerns can be automated based on pre-set thresholds.
168. Describe how network performance is monitored and how latency and bandwidth issues are resolved to avoid system performance issues with end users, between components of the solution, or with other systems.  Indicate how bandwidth is scaled to accommodate application usage growth.


System Development Life Cycle (SDLC)
169. Fully describe and explain your system life cycle methodology and terminology for all portions of the project. Include details regarding the roles(s) ETF staff will have in your methodology. ETF expects the use of a single methodology – however if this is not the case, explain why this is not the case and the perceived benefits of using multiple methodologies.
170. Explain how ETF staff members are to be educated in the proposed life cycle methodology and terminology set for the duration of the project. Include details regarding the training and resources that will be provided.
171. Describe the process for updating/upgrading the solution and the required downtime for these efforts.
172. Describe your DevOps and SDLC processes that are leveraged by your organization to develop the solution and during the implementation for the client.
173. Describe your SDLC as it relates to working with customer-developed integration points. 
174. Describe the system’s ability to accommodate user defined fields (UDFs). Include details regarding any limitations or controls on UDFs. 
175. Describe the process and controls in place for migration/deployment of customizations and configurations from test, development, or other non-production environments to a production environment.
176. Describe the data intake process for both online or batch and how the solution ensures that consistent data validation and data quality rules are applied across the solution. 
177. Explain how Proposer manages system enhancements. How often is Proposer’s platform upgraded? 
178. Explain how Proposer handles client requests for enhancements. Talk about Proposer’s system’s customizability vs. configurability. 
179. Are all Proposer’s clients on the same release of Proposer’s platform? Explain if not.
180. Describe Proposer’s corporate / business partner strategy for moving new technologies into Proposer’s platform.

Data
181. Explain your data management plan, including sharing data between systems, data sources, data exchanges, data definitions, and data quality.
182. Describe how your solution is designed to prevent inadvertent data access to customer data.
183. Describe the data security patterns applied in your solution for protecting sensitive and confidential information (i.e. explain how customer data is used, scrambled, masked, and/or copied across environments).
184. Describe how your solution ensures that ETF data will not be stored outside the continental United States.
185. Describe how our solution provides adequate logical isolation of ETF's data to ensure it can be accessed by ETF authorized personnel only.
186. Describe the data conversion/migration plan to convert/load data to the proposed solution. Describe the process to map and reconcile the entire process.
187. How does Proposer ensure data consistency and integrity throughout all client components (HR / payroll systems, TPAs, etc.)?
188. Data Accessibility. Describe Proposer’s process to ensure that the application infrastructure interfaces are generic or at least that data adaptors can be developed so that portability and interoperability of the application is not significantly impacted. 
189. Data Recovery. Define: 
a. Data backup and archiving plan including on or offsite storage; and 
b. Data recovery plan to ensure objectives of the Business Continuity Plan are met including Recovery Point Objectives.
190. Data Regulations. Describe how Proposer meets all federal and state statues and directives with which they must comply. Define the process and procedures the service provider invokes when ETF System requests eDiscovery or data holds as required by federal or state data-related laws, regulations and investigations.
191. Data Flow Diagrams. Provide samples of diagrams showing details of data flow in proposed solution.
192. Outline and describe the standardized languages and tools available in your solution to access data including the available data access protocols (e.g. SQL).

Infrastructure
193. Provide the geographic locations of where the proposed solution will be hosted.
194. Provide a full technical overview and system documentation, in both written and visual form (where applicable), of the underlying infrastructure your solution runs on.
195. Describe the hosting and support options for the solution being proposed.
196. Describe how the solution is designed for High Availability and High Reliability.
197. Describe the solution's monitoring capabilities for the overall system health.
198. Describe how your solution can scale by either increasing or decreasing capacity and resources.

Disaster Recovery (DR)
199. Describe in detail the disaster recovery capabilities for the solution, recovery plans and the roles played by vendor and client in your plans.
200. Business Continuity and Disaster Recovery Plans (BCP / DR). Make available a copy of Proposer’s business continuity plan and redundancy architecture and describe how ETF System’s availability goals are supported. Address the availability of Proposer’s cloud service and its capabilities for data backup and disaster recovery within the organization’s contingency and continuity plan to ensure the recovery and restoration of disrupted cloud services and operations, using alternate services, equipment, and locations, if required.
201. Describe the BCP / DR testing cycle, process, and resulting evidence. How often is it reviewed and tested?

Implementation
202. Provide documentation on the anticipated frequency and requirements of patches (releases, break-fix, 0-day), minor, and major releases. 
203. Describe your standard implementation process and how you demonstrate success at project milestones.  Include any points at which access to working functionality is provided, and what kind of access is provided (hands-on, read-only, visual demos, etc.).
204. Describe how you refine and iterate requirements throughout solution delivery.  Include how you manage requirement uncertainty or change on large projects.
205. Describe your preferred mechanisms and formats for defining customer requirements for implementation of your solution.
206. Describe how you respond to upgrades and new versions of the platforms your solution operates within (desktop operating system upgrades, database version upgrades, web browser upgrades, server operating system upgrades, etc.)   
207. Provide a roadmap for all platform / application enhancements that are planned for the next three years. 
208. Provide any guidelines or documentation that exists for customization of the solution by your customers.
209. Provide all API documentation that exists for the solution. 
210. Describe how environment maintenance is addressed, specifically how software updates/patches are handled, how often, and by whom. What are your maintenance windows and how are they negotiated with your customers?

Support and Maintenance       
211. Describe the support/maintenance model describing the role for both vendor and client and the training needs for the solution post implementation.
212. Indicate and describe the service level agreement(s) associated with the solution.
213. Describe the procedures used when clients transition to other providers when their contracts expire. In the past 12 months, how many customers have terminated this solution or service? How long does it take, on the average, for a customer to fully migrate off your solution?

Quality Assurance (QA)
214. Describe your quality assurance procedures, including detailed procedures on how you will cover the following test types during implementation, any release phases, and during any ongoing maintenance and support.  Include details regarding how the tests will be defined, carried out, communicated to ETF, and documented for use by ETF and others, if applicable; whether tests are manual or automated, all points at which ETF technical or business staff are included, what level of effort will be needed from ETF, and any update mechanisms for test suites provided with system or feature upgrades.
a. Unit
b. Integration
c. System Functionality
d. Security
e. Performance and Load
f. Regression
g. Accessibility
215. Describe your UAT procedures, including how you will document and address the following scenarios both during implementation and at final cutover points.   Include your mechanisms for test data preparation and how test data may be loaded and reused during implementation and in any environments after release to production (e.g. test, stage, production). 
a. Business Process Testing – Scenarios covering all the business processes ETF conducts using data sets designed to exercise all possible variations, permutations and logic branches in base and customized function.
b. Employer and Partner Functionality, Testing and Support – Testing a well-defined sequence of events that effectively represent all, or a logical and related subset of, activities one would expect to occur over the lifetime of a relationship between ETF and employers, third-party administrators, or any other partners related to insurance and benefits.
c. Member Life Cycle Testing – Testing a well-defined sequence of member or employee events that effectively represent all, or a logical and related subset of, activities one would expect to occur over the life of a member or retiree related to insurance and benefits.
d. Interface Testing – Testing of any inbound and outbound data integration points including APIs, file extracts/imports, web services, or other integration methods.
216. Describe how you will involve ETF business (e.g. business analysts) and technical staff during implementation and after release in quality assurance activities.  Include any training involved and any automated or manual test materials provided for ETF staff.
217. Provide an example of a prior test plan and test materials for representative functionality to be delivered to ETF – regardless of its origin, i.e., baseline product, modification to a baseline product, or custom function.
218. Describe how you integrate quality assurance into all aspects of your SDLC.  Include any automated as well as manual testing, and who is responsible.  Include any integrated testing in your code development processes (e.g., unit testing or other build-time testing, etc.).   
219. Describe how Proposer monitors quality assurance during the implementation process.
220. Describe in detail Proposer’s testing methodology and processes. How and when does Proposer involve clients in testing?

[bookmark: _Toc59423347][bookmark: _Toc103138271][bookmark: _Toc103139857][bookmark: _Toc23862926]Detailed Requirements Definition
221. Describe how you normally develop a full set of rules, requirements, procedures, and practices that need to be accommodated in the new solution, including the items below:
a. Your process to define all such rules, requirements, policies, procedures, practices, and calculations – both written and unwritten (i.e., policy of long standing) – that currently exist and those to be added in the new environment
b. Developing pertinent specifications that can be used to configure or develop the system
c. Implementing those capabilities.



Tracking Deliverables
222. It is ETF’s intention that both the Proposer and ETF will make a concerted effort to track all written and software deliverables.  Describe, in detail, your proposed control methodology pertaining to tracking written and software deliverables.
223. Describe Proposer's ability to provide and maintain a computerized deliverable control file (readily available to the ETF Project Manager to review on-line or in printed form). ETF expects this file will always provide the current status of any particular deliverable (written or software) and contain a separate tracking form / record for each revision / release of each deliverable, including:
a. Title and identifier of deliverable
b. Functional area
c. Current version of deliverable
d. Date of issue
e. Short description of the deliverable
f. Current owner of the document, i.e., ETF or Proposer
g. Date that the response is due from the ETF Project Manager or the next revision is due from the Proposer. 

Project Management
224. ETF understands that proposers will bring to the project their own project methodologies and standard deliverables.  However, ETF has identified a set of project deliverables we feel Proposer should provide.  They are described and defined in detail in subsequent subsections. Describe your project management methodology here.
225. ETF expects Proposer to be competent in project management skills.  Describe your approach to project management with regards to:
a. Project planning as a part of normal daily activities
b. Resource planning in conjunction with ETF management
c. An established path for escalation of project issues
d. Risk management as part of the normal process
226. Describe in detail your methodology utilized to manage and control the project including its change control methodology.
227. Due to the magnitude and complexity of the effort, ETF feels it is essential that an automated project management tool be utilized for this purpose; Microsoft Project (or agile equivalent) is the anticipated tool.  Describe your preferred project management tool you intend to use to create and deliver project plan files and explain why you use the selected tool.
228. Describe how you intend to use the tool to automatically reflect the effect on the overall project of changes in various parameters, e.g.:
a. Changes in project scope / requirements
b. Changes in project schedule
c. Changes in resource availability.
229. Describe your experience with automatically generating various reports to reflect the project's status at any point in time, e.g.:
a. Gantt charts depicting start date, end date, interdependencies, milestones, and duration of individual tasks
b. Graphical display of the project's critical path
c. Percent complete status of individual tasks
d. Calendar driven, manpower loading charts, by individual task, for both Proposer and ETF staff including variable man-hours per workday
e. Calendar driven manpower loading charts, by month/week, for both Proposer and ETF staff including variable man-hours per workday.
230. Describe the control methodology that you will utilize to ensure that any problems that may develop in the course of the project (including but not limited to schedule slippages or resource constraints) will be quickly identified and resolved
231. Explain how project management tools are an integrated part of Proposer’s system development life cycle approach and project management methodology.
232. Describe the methodology and mechanisms that will be used to support the change management and change control efforts.  Particular emphasis must be placed on how revisions will be managed and controlled, as well as ETF’s responsibilities in this area.

Project Work Plan
233. ETF expects Proposer will assume full responsibility for planning, scheduling, and completing all project tasks. Describe why this is or isn’t the case and the advantages/disadvantages of this approach.

Initial Plan
234. ETF expects Proposer will include an initial high-level project work plan in its proposal.  In addition, ETF expects at the time of contract execution, the selected Proposer will deliver a completed work plan for the first phase of the project. The total work plan will be subject to on-going modification, periodic updating, and "explosion" into greater detail as the project progresses. In ETF’s experience, the high-level work plan must include, at a minimum:
a. A high-level Work Breakdown Structure (WBS):
b. Definition of project phases to include description of the activities within the phase.
c. Definition of tasks (or stories) that comprise each project activity within a phase, including:
i. Task title
ii. Task description/narrative
iii. Task start and end dates
iv. Effort required in work hours
v. Personnel assigned
d. Identification of major project milestones, e.g.:
i. Requirements analysis
ii. Hardware installation
iii. Software modification
iv. Software installation
v. Data conversion
vi. Configuration/Development (including reports, interfaces, data extracts, workflows, etc.)
vii. Testing
viii. Training
ix. Acceptance
x. Cutover
xi. Description of deliverables.
Do you agree with this approach? If yes, Describe your experience and approach with these items. If not, explain why not and provide an alternative project management approach.

Phase I, Detailed Plan
235. At the time of contract signing, ETF expects Proposer to provide a detailed work plan for the first phase of the project, covering all tasks to be accomplished during that phase.  The detailed work plan shall be based on the high-level work plan included in the proposal, including any modifications made during contract negotiations.  Do you agree with this approach? If yes, describe your experience and approach with this type of work. If not, explain why and provide an alternate approach to project planning.

Complete Detailed Plan
236. [bookmark: OLE_LINK2]Within the period specified in the Timing of Major Deliverables table in Appendix 5, ETF expects the Proposer to provide to ETF a complete detailed work plan for the entire project.  The complete detailed work plan shall be based on the high-level work plan included in the Proposer's proposal, including any modifications made during contract negotiations, providing the detailed plan for the upcoming six-month period, and an outline of the remainder of the project.  It will include any options that have been authorized to date at that time.  ETF will review the plan and provide the Proposer with written comments within ten (10) business days.  The Proposer will revise the plan to reflect the review and republish the plan. Confirm your understanding and agreement to this delivery schedule for the detailed work plan. If you’ve used a different approach during past projects, provide those details here as well.
237. [bookmark: _Toc103138286][bookmark: _Toc103139872][bookmark: _Toc23862932]ETF expects the completed detailed work plan and schedule will then be updated on a mutually agreed upon schedule, at a minimum, whenever major new phases are undertaken, whenever change orders are initiated, and no less frequently than every three (3) months.  Each (quarterly) update will ensure that the six-month period from the submission date of the updated plan is presented in detail. Confirm your understanding and agreement to this update schedule for the detailed work plan. If you’ve used a different approach during past projects, provide those details here as well.	


Requirements Traceability Matrix
To assist ETF in tracking all project requirements and deliverables, a Requirements Traceability Matrix (RTM) will be initially prepared by ETF, then completed and regularly maintained by the Proposer.  This section discusses the purpose of and detailed requirements for the RTM.

In developing the new integrated insurance administration system for ETF, requirements will be defined in further detail at every step in the process. 

The product that will be prepared by ETF and the Proposer to achieve ETF’s objectives will consist of an RTM in the format of a Microsoft Excel workbook or database or repository.  The RTM will consist of several spreadsheets or sections corresponding to requirements areas, such as IAS, Technical, Miscellaneous, Software, Option 1, Option 2, etc.  

238. ETF feels there are activities on the part of both ETF and the Proposer related to the creation, tracking, and eventual sign-off of items on the RTM. Describe your experiences in creating, tracking, and obtaining sign-off on a traceability matrix you’ve used on other projects. If you have a different approach than what is detailed above, describe that as well.

[bookmark: _Toc59423363][bookmark: _Toc103138287][bookmark: _Toc103139873][bookmark: _Toc23862933]Statements of Work (SOW)
239. All work to be done under the contract to be awarded will be covered by a written SOW authorized by ETF, which define reasonable components of work.  Thus, manageable “chunks” of work will be defined, executed, and managed.  When viewed in the aggregate, these “chunks” comprise the entire project. Describe your SOW creation, review, and sign-off process.

Weekly Status Reports and Project Status Meetings
240. ETF expects the Proposer to submit written weekly status reports and facilitate weekly project status meetings. Describe your weekly status report format and how you generally provide project status updates throughout the project’s lifecycle.
[bookmark: _Toc59423366][bookmark: _Toc103138290][bookmark: _Toc103139876][bookmark: _Toc23862935]	
Requirements Analysis
241. It is anticipated that the Proposer’s early efforts in developing the IAS solution will consist of collaborative efforts between Proposer staff, ETF users, and ETF IT staff to identify the differences between the Proposer’s template solution and ETF’s specific requirements.  This portion of the project may be termed gap analysis, requirements definition, etc. depending upon the Proposer’s development methodology.  For the purposes of this discussion, it will be called gap analysis. Describe your process for successfully completing this phase of the project here.

Change Orders
242. It is to be anticipated in a project of such magnitude that ETF will make periodic requests for changes in the new solution.  Such changes may incur additional costs and possibly delays, relative to the project schedule. Describe your change order process here for both the creation, approval, and tracking of change requests.

Credits for Unneeded Deliverables
243. If it is determined after contract approval that some deliverables or portions of deliverables are not needed, a credit may be due to ETF.  The Proposer should be prepared to demonstrate how it arrived at the credit amount if the deliverable prices are bundled. Describe how such credit memos are calculated and your process for tracking any credit memos created throughout the lifecycle of a project.
[bookmark: _Toc59423370][bookmark: _Toc103138294][bookmark: _Toc103139880][bookmark: _Toc23862938]	
[bookmark: _Toc23862866]Project Staffing Plan
244. ETF anticipates the Proposer will include in its proposal a preliminary project staffing plan.  Describe how staff are assigned, how staff counts are determined per project, and what your staffing plans look like for a typical project. Also explain if/how key personnel are background-checked and assigned, any standard terms for when they can roll off a project, and the staff replacement process for when a team member leaves the project.
[bookmark: _Toc23862871]
Documentation
245. ETF anticipates that the Proposer will provide two types of documentation for the new insurance administration system:
a. User documentation, including electronic help (work manuals)
b. System administration documentation including material for both business analysts who need to reconfigure a function and IT staff who need to reconfigure/maintain/support the system.
Describe your methodology for drafting, reviewing, and educating ETF staff on the use of user and administrator system documentation.
[bookmark: _Toc59423378][bookmark: _Toc103138303][bookmark: _Toc103139889][bookmark: _Toc23862874]
Training and Knowledge Transfer
246. Describe training options available to ETF staff, employers, and other admin users of Proposer’s platform, both during and after implementation.
247. Describe your methodology for training ETF staff. Include details regarding your approach to providing the following types of training:
a. General User Training
b. Work Process User Training
c. User Acceptance Tester Training
d. Technical Staff Training


Transition Support During Cutover
248. Describe your approach to assisting ETF during cutover from current legacy applications to your new proposed IAS system.  Provide details regarding cutover support plans and any key transition support periods (i.e., x days pre- and post-go-live).


Source Code Escrow
249. The successful Proposer must deliver the IAS application source code as customized to meet Department-specific functional requirements upon the delivery of the system for use in each iteration and no less frequently as every month thereafter.  Source code should also be escrowed on a monthly basis at a mutually acceptable escrow entity.  

The Proposer’s proposed solution must include NO software or hardware locks, traps, dongle keys, or similar security measures that would in any way deny the Department full and complete access.  The proposal must include an inventory of all software; complete with specifications, licensing fees, and instructions detailing how the Department would compile and promote this code into a production environment in the case of the Proposer’s business liquidation.

The Proposer must indicate in their response their acceptance of the requirements in this section and their approach for complying.

Proposers should answer either the following Part B (CLOUD questions) OR Part C (ON-PREMISE questions). Do not answer both.

PART B – Proposers complete only if they are proposing the use of cloud-based solutions and/or services. Otherwise, go to Part C. 
Cloud Architecture, Design, and Performance
250. Describe the cloud service models that the proposed solution leverages.  
251. Does the solution have a presence or offering in GovCloud or alternatively is it able to meet the security needs based on controls in place? Describe the controls in place.
252. Describe the cloud deployment model(s) (Private, Public, Hybrid cloud) that are being proposed for the solution.
253. If the solution proposed is an IaaS solution, describe the model in which customers control both how they architect and secure their applications as well as securing the data they put on the infrastructure.
254. As a service provider, describe the configuration of your data centers within the continental US. Within this description, explain how client applications and data are protected if one or more data centers become inoperable. Describe your solution for providing disaster recovery and/or highly available and redundant systems and networks.
255. If the platform is a multi-tenant environment, describe how customer environments are segregated including the data. If there is a choice between a single and multi-tenant model, describe the differences between the models.

Cloud Provider Experience
256. Describe depth of expertise and experience in offering secure, scalable Cloud services.
257. As the consumer of your service, we foresee the need to move data into and out from your cloud solution. Describe the cloud portability tools you use and how you provide access to those tools to enable customers to move data on and off their cloud infrastructure if needed.
258. Describe commercial cloud industry standards and best practices including industry-recognized accreditations and certifications that are employed as part of the offering.

Cloud Security
259. Describe the types of cyber-security insurance you purchase on your own behalf. Do you allow customers the option to purchase cyber-insurance as well?
260. Outline the process that enables customers to request deletion of data. This might be done prior to the end of the contract – or at the time the contract expires.
261. Describe how you enable customers to analyze cloud usage. How does this allow customers to determine how much they are spending? How can alarms, alerts or notifications inform customers that they’re nearing or passing pre-determined cost thresholds? Does your service provide a near-real time dashboard showing utilization and costs?
262. Describe any pay-as-you-go pricing or flexible pay-per-use pricing to allow ETF the opportunity to evaluate what the cost of the usage will be instead of having to guess their future needs and over-procure. Include only narrative discussion of costs here; any cost-specific detail should be included in Appendix 8.
263. Describe if there are required minimum commitments or required long-term contracts. Include only narrative discussion of costs here; any cost-specific detail should be included in Appendix 8.

PART C – Proposers complete only if they are proposing the use of on-premise solutions and/or services
264. Describe the on-premise infrastructure required to deploy your solution. 
265. Describe how you initially size hardware and middleware resource needs for all required on-premise environments (stage, test, production) and how you plan and deploy infrastructure updates for future increases in resource needs if usage increases.
266. Describe your process for ensuring security and bug fix patches are kept up to date and deployed to on-premise servers.  Include whether and how this support can be done remotely.
267. Describe your protocols for communicating, supporting, and/or updating server operating systems, database systems, or other external systems your solution relies upon.  Include whether and how this support can be done remotely or if it would be done by ETF staff.
268. Describe your process and approaches for delivering, testing and deploying code to on-premise infrastructure that may not allow direct access.  Include whether and how this deployment can be done remotely or if it would be done by ETF staff.
269. Describe your process and approaches for delivering product upgrades to on-premise infrastructure that may not allow direct access.  Include how you monitor and communicate required versus optional upgrades and whether and how this delivery can be done remotely and by whom.
270. Describe the typical level of administrative technical support your on-premise infrastructure requires, including any training you provide for this to support staff. 
271. Describe any monitoring tools you provide for application and infrastructure performance.
272. Describe any monitoring tools you provide to measure system capacity and alert ETF to escalating resource needs.
273. Describe your ability to integrate with on-premise authentication and authorization solutions such as Microsoft Active Directory.
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